GRADES 6 – 8

LENGTH: 25 minutes
STUDENT LEARNING OBJECTIVES:
Students will be able to …

Debate the
pros and cons
of digital life.

Propose
alternative
solutions to help
deal with digital
dilemmas.

Share
perspectives to
extend learning
with their peers.

Model positive, safe,
legal, and ethical
behavior during online
social interactions.

CASEL Competencies:
Responsible Decision Making: The ability to make constructive choices
about personal behavior and social interactions based on ethical
standards, safety concerns, and social norms. The realistic evaluation of
consequences of various actions, and a consideration of the well-being of
oneself and others.
Self-Management: The ability to successfully regulate one’s emotions,
thoughts, and behaviors in different situations – effectively managing
stress, controlling impulses, and motivating oneself. The ability to set and
work toward personal and academic goals.

ISTE Standards for Students:
Digital Citizen: Students will be able to recognize the rights,
responsibilities, and opportunities of living, learning, and working in an
interconnected digital world, and they will act and model in ways that
are safe, legal, and ethical.
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MATERIALS & PREP:
• Cue up Protect video, Password to Problems: (www.adventure2learning.com/digital-life)
• Print/cut 1 set of the Brain & Body Activity Cards per student/pair/class
• Print/cut copies of the Brain & Body Activity Cards to send home (optional)

Password
Username

- a secret word or phrase used to gain admission to something)
- unique identification used to access a device or online
network/account
Protect
- to keep safe
Private Information - that which can be used to identify an individual (often called
personally identifiable information or PII)
Personal Information - that which cannot be used to identify a specific individual
Online Account
- an online record or profile associated with an individual
Identity
- the characteristics that determine who a person is
Identity Theft
- illegal use of a person's private identifying information
Secure
- free from risk
Two-factor Authentication (2FA) - a multi-step process to log into an online account
Binge
- indulge in an activity to an extreme

INTRODUCTION
(2 minutes)

Many online accounts (and devices) contain private information. For instance, an
Amazon account may contain your home address and your parents’ credit card
information. An email account may contain your full name, sometimes your
birthday, plus access to emails that also may contain private information or access
to important documents. You can protect this private information online by using
a unique username and password for each account. However, these passwords
need to be complex enough that they’re not easily guessed by others, and they
need to be changed regularly. As a digital citizen, it is never too early to learn how
to create strong passwords to safeguard one’s identity and protect oneself from
identity theft.

1.

Write the following list of common passwords on the board: 111111, 12345,123456,
1234567, 12345678, 123456789, password, password1, qwerty, abc123

2. Take a poll or use sticky notes for students to vote on which they think are the
top three most common passwords. Discuss the thinking behind their choices.
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[Answers: 123456, 123456789, qwerty -- the others make up the top ten most
common passwords according to CNN.com in 2019]
3. Inquire if anyone knows why “qwerty” is popular. Show students how “qwerty”
represents the order of the first six keys on the top left row of keyboards.
4. Quiz students to see if they can guess the most common girl name (Ashley),
boy name (Michael), NFL team (cowboys1), day of the week (Sunday), and
month (August). [Answers according to CNN.com in 2019]
5. Remind students that passwords should be unique, and can use a
combination of letters, numbers, and symbols to represent a word or saying
(example:
6. If time permits, ask students for some common sayings and brainstorm on
ways to turn them into abstract, yet memorable, passwords:
a. To be or not to be, that is the question = 2Bornot2Bthatisthe?
b. I love baseball = Eye<3BaseBall
c. Jack and Jill went up the hill to fetch a pail of water = J&Jwuth2fapoH2O

OPENING ACTIVITY
(8 minutes)

1.

Load the Protect video, Passwords to Problems from the Digital Life website
(www.adventure2learning.com/digital-life) ahead of time. In this video, a girl
shares her parent’s password with a friend, but the password ends up getting in
the wrong hands, and her parent’s private information is accessed.

2. Let students know: First, you will watch a video about a girl who makes a poor

choice by sharing her parent’s password with a friend. Afterwards, we will
discuss the video and how it applies to our everyday lives.

2. After the video, guide a group conversation:
❑ Why do you think the main character was willing to share her father’s

password?

❑ Even with good intentions, how did this situation spiral out of control? Who
❑
❑
❑
❑

misstepped where and when?
Do you think this example qualifies as identity theft? Why or why not?
Can you relate to this situation (considering being asked to share passwords,
online accounts, and/or devices)?
What are some ways you could respond if your best friend asked you for your
password?
What other strategies you could use to protect your identity online?
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GROUP ACTIVITY
(10 minutes)

The following Brain & Body Activity Cards are designed to be used by individuals
or pairs in a rotation station model; alternatively, you could propose one card’s
activity to the whole class. Each of the 10 cards encourages learners to dive deeper
by working through the digital dilemma in a new way -- one that might be helpful
when and if they ever cope with these situations in the real world. These Brain &
Body Activity Cards prompt students’ voice and choice in how they want to
respond to the video:

Drawing:

Create a 3- to 5-scene comic strip or storyboard of the video.
How could you change a scene or create an alternate ending?

Writing:

Develop a new script for others to act out. Will you write a
happy or sad ending?

Making:

Create a fortune-teller (Google “cootie catcher” for printable
templates if needed) that spells out alternative ways to deal
with the situation. What other solutions are there?

Sharing:

Sketchnote a rebus emoticon story based on the video. How
would you represent the emotions of the characters in the video?

Reflecting:

Write a letter or postcard to your best friend explaining what you
saw happening in the video. How did it make you feel?

Speaking:

Create a paper or aluminum foil hat that represents one of the
characters in the video. If you were wearing it, how would you
describe what happened to you, the character?

Designing:

Design a digital citizenship badge related to this video’s theme.
What are some ways that someone could earn this badge?

Producing:

Record a 30-second PSA (public service announcement) related
to the video. What is your key message for others?

Prototyping:

Using basic materials to represent your idea, create a product
that could help the main character in this video. How does your
product work?

Blank Prompt:

Create your own activity based on a unique idea that you have
around this video’s theme. What would be the activity prompt
that you could share with others?
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ACTIVITY WRAP-UP

As a facilitator, rotate between the
students to observe how they are
representing their expressions.

(5 minutes)
1.

Conclude by asking your students to share out about their activity choice.

2. Ask them to reflect on what they created and to describe the thinking behind
their work:

❑
❑
❑
❑
❑
❑

Which activity card did you choose, and why?
Will you share what you created?
What are you most proud of?
What did you learn during this activity?
What was challenging?
Any “a-ha” moments for you?

FAMILY ACTIVITIES
(Optional)

Simply send home the Brain & Body Activity Cards with students, so that families
can watch the video and engage in an activity together. Kids will have the
opportunity to facilitate and “reteach” the objectives to their family members.
Note that a QR code reader can be used to easily access the video again (any free
version from an app store will do). Each card also outlines takeaway tips.

Digital Life is made possible in partnership by
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